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Installation « Network Policy Server » :

e Cliquer sur « Add Roles and Features Wizard » dans le « Server Manager »
puis sélectionner « Role-based or feature-based installation »

fiz Add Roles and Features Wizard = (m} X
Select installation type SRV-ADDCO ssmumaest

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

i : 7 (® Role-based or feature-based installation 1
’ Configure a single server by adding roles, role services, and features. "

(' Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

I < Previous Next > Install Cancel
e Sélectionner le serveur concerné
[ Add Roles and Features Wizard - () X
- . . DESTINATION SERVER
Select destination server S AR s

Before You Begin Select a server or a virtual hard disk on which to install roles and features.
efore You Beg

Inszaliation Type (®) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

SRV-ADDCOl.assurmerdT 172.16.0.1 Microsoft Windows Server 2022 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

<Previous” Next > Install
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e Sélectionner « Network Policy and Access Services »

K& Add Roles and Features Wizard =
DESTINATION SERVER
Select server roles SRV-ADDCO1 assurmer T
Select one or more roles to install on the selected server. f& Add Roles and Features Wizard X

Roles ) Add features that are required for Network Policy and

Active Directory Certificate Services ‘ Access Services?

| Active Directory Domain Services (installed)
Active Directory Federation Services The following tools are required to manage this feature, but do not
Active Directory Lightweight Directory Services have to be installed on the same server.
Active Directory Rights Management Services
Device Health Attestation 4 Remote Server Administration Tools

« DHCP Server (Installed) 4 Role Administration Tools

| DNS Server (Installed) [Tools] Network Policy and Access Services Tools
Fax Server

I M| File and Storage Services (2 of 12 installed)
Host Guardian Service

Prnt and Uocument Services
| Remote Access
Remote Desktop Services
Volume Activation Services

Web Server (lIS)
Windows Deployment Services
Windows Server Update Services

V] Include management tools (if applicable)

2_ |AddFem:es| Cancel |

e Cliquer sur « Next »

fi Add Roles and Features Wizard = O X
DESTINATION SERVER
Select features SRV-ADDCO assurmerT

Select one or more features to install on the selected server.

Before You Begin

Inszallation Type Features Description
Server Selection | [:] .NET Framework 3.5 Feature | NET Framework 3.5 combines the
Server Roles | [m] NET Framework 4.8 Features (2 of 7 installed) power of the .NET Frame.wod( 20
| Azure Arc Setup (Installed) APIs with new technologies for
I [[] Background Intelligent Transfer Service (BITS) building applications that offer
Network Policy and Acces. [C] BitLocker Drive Encryption appealing user interfaces, protect
= [] BitLocker Network Unlock your customers’ personal identity
Confirmation ] BranchCache information, enable seamless and
[] Client for NES secure communication, and provide
] Containers the ability to model a range of
] Data Center Bridging business processes,
] Direct Play

[T Enhanced Storage

] Failover Clustering

| Group Policy Management (Installed)
[T Host Guardian Hyper-V Support

] 1/0 Quality of Service

] 1S Hostable Web Core

[_] Internet Printing Client

[ IP Address Management (IPAM) Server

< Previous Next > & install l Cancel l
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e Cliquer sur « Next »

fe Add Roles and Features Wizard = O X
' ' SRV ADOCO1 assumec
Network Policy and Access Services

Before You Begin Network Policy and Access Services allows you to define and enforce policies for network access,

Installation Type authentication and authorization using Network Policy Server (NPS).

Server Selection Thiis Grrot

Server Roles

* You can deploy NPS as a Remote Authentication Dial-In User Service (RADIUS) server and proxy.
After installing NPS using this wizard, you can configure NPS from the NPAS home page using the

Policy and Acces NPS console.

Features

Confirmation

| < Previous [I[ Next> | install_|

e Cliquer sur « Close »

fi Add Roles and Features Wizard - O X

Installation progress SR4-ADDCO! msurmer

View installation progress

o Feature installation
—_—————————g
Installation started on SRV-ADDCO1.assurmer.iT

Network Policy and Access Services
Remote Server Administration Tools
Role Administration Tools
Network Policy and Access Services Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

. |
< Previous Next > } Cancel |
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Liaison NPS et AD :

e Surle « Server Manager », aller dans « NPAS » et faire un clic-droit sur le
serveur. Puis sélectionner « Network Policy Server »

fa Server Manager = X

Server Manager * NPAS

? SERVERS .
B3 Dashboard All servers | 1 total TASKS ¥
§ Local Server ~

- Filter L SR ANCIE 4 )
W& All Servers

i§l ADDS Server Name  IPv4 Address Manageability Last Update Windows Activation

1 brce SRV-ADDCO1 Qoline . Decfonman oot started  28/01/2025 16:42:03  00454-40000-00001-AA158 (Activated)

& DNS Add Roles and Features

#§ File and Storage Services b Shut Down Local Server

o IS Computer Management

. neas 1 ! Remote Desktop Connection

Windows PowerShell
@ Remote Desktop Services b X
Configure NIC Teaming

I Network Policy Served, 2 .
Manage As
EVENTS - o
Al Seats 1606l Start Performance Counters TASKS ¥
Refresh
Filter Copy v

ServerName D Severity Source log  Date and Time

SRV-ADDCO1 4421 Warning NPS  System 28/01/2025 16:40:46

ceownirce

e Faire un clic droit sur « NPS » et sélectionner « Register server in Active
Directory »

i @ Network Policy Server

= O X
File Action View Help

a9 @ H=

Ll T PEE—
T RAD Import Configuration

L ol Bpor Confgutn I

B Aca Start NPS Service ver (NPS) allows you to create and enforce organization-wide network access policies for
oy Tem : authentication, and connection request authonzation.
Stop NPS Service
I Register server in Active Directory 2.
Wy ition -
Properties
Vi S 2nario from the list and then click the link below to open the scenario wizard.
iew
Help Jp or VPN Connections v
RADIUS server for Dial-Up or VPN Connections
When you configure NPS as a RADIUS server for Dial-Up or VPN connections, you create network policies that
allow NPS to authenticate and authorize connections from Dial-Up or VPN network access servers (also called
RADIUS clents).
B Configure VPN or Dial-Up B Leam more
Advanced Configuration v
Templates Configuration -
< >

Register server in Active Directory

BTS SISR 2B 6/29
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e Cliquer sur « OK »
Network Policy Server

To enable NPS to authenticate users in the Active Directory, the

computers running NPS must be authorized to read users' dial-in
properties from the domain.

Do you wish to authorize this computer to read users’ dial-in
properties from the assurmer.|IT domain?

. OK Cancel ;
|7

BTS SISR 2B 7/29
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Configuration RADIUS :

Liaison Borne WiFi et AD :

e Récupérer le « Host name » de la borne sur l'interface en ligne de la borne :

'é','s'élé' WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup

Getting Started e
Run Setup Wizard i etings
Host Name: wap255450 (Range: 1-63 Characters) I
System Contact : (Range: 0-255 Characters)
Time Settings System Location: : (Range: 0-255 Characters)
Log Settings
Email Alert
LED Dispay

e Retourner sur NPS et clic-droit sur « RADIUS CLIENTS » et « New »

@ Network Policy Server - O X
File Action View Help
=@ Hm

| NPS (Local)

n Network Policy Server (NPS) allows you to create and enforce organization-wide network access policies for
Refresh connection request authentication, and connection request authonzation.
Help

2 Standard Configuration -

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

| RADIUS server for Dial-Up or VPN Connections v

RADIUS server for Dial-Up or VPN Connections

When you configure NPS as a RADIUS server for Dial-Up or VPN connections, you create network policies that
allow NPS to authenticate and authorize connections from Dial-Up or VPN network access servers (also called

RADIUS clents).
B} Configure VPN or Dial-Up B Leam more
Advanced Configuration -
Templates Configuration -
< >
New Network Access Device
[ ]

BTS SISR 2B 8/29
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e Rentrer les informations relatives a la borne Wifi

New RADIUS Client X

Settings  Advanced
[ Enable this RADIUS clent

Select an existing template:

Name and Address
Friendly name:
|wap255450 |

Address (IP or DNS): ‘
[172.16.0.10 || Vedy. |

Shared Secret
None v

To manually type a shared secret, click Manual. To automatically generate a shared
secret, cick Generate. You must configure the RADIUS client with the same shared
secret entered here, Shared secrets are case-sensitive.

(® Manual (O Generate
Shared secret:
[........ |

Confim shared secret:

[........I I

ok || cancel |

o Développer Policies puis clic-droit sur « Network Policies » et « New »

@ Network Policy Server - m] X
File Action View Help

s | nm HE

@ s oat Dheowoncraen ]
v [ 7| RADIUS Clients and Servers I . ...
i RADIUS Clients Ndwo«poiaudwywwdemombnﬂndzodbeomtohndmmﬂwdwwm
- = | under which they can or cannot connect
5 Remote RADIUS Server | —
[T L] Porcies ]
| Connection Request Po|| Policy Name Status  Processing Order Access Type S
J —— o Connections to Microsoft Routing and Remote Access server  Enabled 993998 Deny Access U
ﬁComediornsto other access servers Enabled 993599 Deny Access U

-~
Help Conditions - I the following conditions are met:

Condition Value

Settings - Then the following settings are applied:

Setting Value

BTS SISR 2B 9/29
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e Nommer la politique en « SSID »

New Netwerk Policy

x
Specify Network Policy Name and Connection Type
* You can specify a name for your network policy and the type of connections to which the policy is applied.
Policy name:
[=m
Network connection method
Select the type of network access server that sends the connection request to NPS. You can select sither the network access server
type or Vendor specffic, but neither is required. I your network access server is an 802.1X authenticating switch or wirsless access point,
select Unspecified
(®) Type of network access server:
Unspecified ~
(O Vendor specific:
10 =
Previous Finish Cancel
e Cliquer sur « Add »
New Network Policy X

Specify Conditions
* Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum

of one condition is required,

Conditions:
Condtion Value
Condition description:
m Edt Remove
Prgvlous Next Firish Cu\cel
BTS SISR 2B
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e Choisir « User Groups »

| Select condition

| Select a condition, and then click Add.

Groups )
Windows Groups
~ The Windows Groups condition specifies that the connecting user or computer must belong to one of the selected
| groups,

Machine Groups
The Machine Groups condition specifies that the connecting computer must belong to one of the selected groups,

cled groups,

Day and time restnctions

| Day and Time Restnchons

Day and Time Restrictions specify the days and times when connection attempts are and are not allowed. These
restrictions are based on the time zone where the NPS server is located.

Connection Properiies

N

| Previous | Nest Firesh Cancel

e On rajoute le groupe de sécurité « Domain User »

Select Group x
Select this object type:

|Gmp ] Object Types...
From thig location:

|E'53'-l'1'1'1'3f-IT | Locations. ..

Enter the obiect name to select (examples):

Advanced... E Cancel

BTS SISR 2B 11/29
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e Cliquer sur « OK »

User Groups X

Specfy the group membership required to match ths policy.

Groups
ASSURMER\Domain Users

[ Add Groups... I Remove

e Cliquer sur « Next »

New Network Policy X

: Specify Conditions
* Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum

of one condition is required,

Conditions:

Condtion Value
&, User Groups ASSURMER\Domain Users
i e

The User Groups condition specifies that the connecting user must belong to one of the selected groups

o [

1mwi~m§ finsh | Cancel

BTS SISR 2B 12/29
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e Sélectionner « Access granted » puis « Next »

New Network Policy X
‘ Specify Access Permission
* Configure whether you want to grant network access or deny network access if the connection request matches this
policy.
(®) Access granted

Grant access ff client connection attempts match the conditions of this policy.

(O Access denied
Deny access ff client connection attempts match the conditions of this policy.

[ Access is detemmined by User Dialin properties (which ovemide NPS policy)
Grant or deny access according to user dialin properties if client connection attempts match the condgions of this policy.

 Prevous || Nea [ | Ao | Cancel |

e Cliquer « Next »

ew Network Policy X

Configure one or more authentication methods required for the connection request to match this policy. For EAP
authentication, you must configure an EAP type.

l Configure Authentication Methods

AP types are negotiated between NPS and the client in the order in which they are listed.

‘AP Types:

Move Up

Move Down

Add.. | Edit Remove

ess secure authentication methods:
7] Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[4] User can change password after it has expired
7] Microsoft Encrypted Authentication (MS-CHAP)
[4] User can change password after it has expired
] Encrypted authentication (CHAP) [}
"] Unencrypted authentication (PAP, SPAP)
"] Allow clients to connect without negotiating an authenfication method.

Previous |[_Nea ] | Foen Cancel

BTS SISR 2B 13/29
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e Cliquer « Finish »

Mew Netwerk Policy X

! Completing New Network Policy

You have successiully created the following network policy:
551D
Policy t:mli_tiwlr_

Condition Walue

User Groups  ASSURMER"\Domain Users

Policy settings:
Condition Value
{Aushentication Method  MS-CHAP v1 OR MS-CHAF v1 (User can change password after t has expired) OR MSCHAP v2 .. |
Access Pemmission Grant Access
Framed-Protocol PPP
Service-Type Framed
lgnore User Dial-in Properties  False

g

To close this wizard, click Finish.

BTS SISR 2B 14/29
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Configuration « AD Certificate Services »

e Sélectionner « Active Directory Certificate Services » puis « Add Features »

h Add Roles and Feature

Select server roles

Select one or more roles to install on the selected server.

Roles

ive Directory Certificate Serviced

ACUIVE LI ory Lomai 0
Active Directory Federation Services
Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

«/| DHCP Server (Installed)

«'| DNS Server (Installed)

Fax Server

¢ M| File and Storage Services (2 of 12 installed)
Host Guardian Service
Hyper-V

¥| Network Policy and Access Services (Installed)
Print and Document Services
Remote Access
Remote Desktop Services
Volume Activation Services
Web Server (IIS)

Windows Deployment Services
Windows Server Update Services

DESTINATION SERVER
SRV-ADDCO1.assurmer.iT

&=, Add Roles and Features Wizard

Add features that are required for Active Directory
Certificate Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
4 Active Directory Certificate Services Tools

[Tools] Certification Authority Management Tools

Include management tools (if applicabie)

[rasrers] o |

< Previous ‘ Next > \

nstall

e Sélectionner « Certification Authority » puis « Next »

7 fiu Add Roles and Features Wizard

q
% Select role services
v
Before You Begin
Installation Type
q
€

Confirmation

BTS SISR 2B

|| Cancel

= (] X

DESTINATION SERVER
SRV-ADDCO1.assurmer.|T

Select the role services to install for Active Directory Certificate Services

Role services

ertification Authority

m n licy Web Service
[T] Certificate Enroliment Web Service
[[] Certification Authority Web Enroliment
[[] Network Device Enroliment Service
[C] Online Responder

Description

Certification Authority (CA) is used
to issue and manage certificates.
Multiple CAs can be linked to form a
public key infrastructure.

< Previous l I Next > I nstall ‘

15/29
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e Cliquer « Install »

[ —
ffu Add Roles and Features Wizard - ] X

I

Confirm installation selections

Before You Begin

installation Type

DESTINATION SERVER
SRV-ADDCO1.assurmer.iT

To install the following roles, role services, or features on selected server, click Install,

[T] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically, If you do not want to install these optional features, click Previous to clear

1 their check boxes,
Lﬂa’l res -
AD CS Active Directory Certificate Services
Certification Authority

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Confirmation

Export configuration settings
Specify an alternate source path

¢ Ala fin de l'installation cliquer sur « Close »

Fa Add Roles and Features Wizard - ] X

DESTINATION SERVER
SRV-ADDCO1.assurmer.iT

Installation progress

View installation progress

o Feature installation

Installation started on SRV-ADDCO1.assurmer.IT

Active Directory Certificate Services
Certification Authority
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

BTS SISR 2B 16/29
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Configurer le service précédemment installer

@ |

Post-deployment Configura...

Configuration required for Active Directory
Certificate Services at SRV-ADDCO1

Configure Active Directory Eertiﬁcqitfemice& on the
destination server

.|
Installation succeeded on SRV-ADDCO1.assurmer.IT

Add Roles and Features

Task Details

Cliquer « Next »

f&s AD CS Configuration

Credentials

Role Services

BTS SISR 2B

= O X

DESTINATION SERVER
SRV-ADDCOl.assurmerIT

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder

To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enrollment Policy Web Service
¢ Certificate Enrollment Web Service
* Network Device Enrollment Service

Change... :

Credentials: ASSURMER\Administrator

oles

More about AD CS Server

17/29
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e Sélectionner « Certification Authority »

[ AD CS Configuration - a X
» DESTINATION SERVER
Role Services SRV-ADDCOl.assurmerT

Select Role Services to configure

Certification Authority

-
o Certimication Ku{h-orlﬁ Web Enroliment
CA ype 2
Online Responder
I Private Key Network Device Enroliment Service
; Cryptography Certificate Enroliment Web Service
CA Nama Certificate Enroliment Policy Web Service

Validity Period
Certificate Database

Confirmation

More about AD CS Server Roles

I<PteviousJI lext > I _Co"ﬂguver

e Sélectionner « Enterprise CA » puis « Next »

f& AD CS Configuration - O X

DESTINATION SERVER
Setup Type SRV-ADDCOL.assurmec T
Credentials Specify the setup type of the CA

Role Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to

S simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
LA Type

certificates.
Private Key 5
h @ Enterprise CA
Cryotography & ’
SHYPSOgEENY Enterprise CAs must be domain members and are typically online to issue certificates or
CA Name certificate policies.

Validity Peri .
Wity Period () Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offline).

Certificate Database

More about Setup Type

< Previous ] WM > I [ Configure Cancel

BTS SISR 2B 18/29
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o Sélectionner « Root CA » puis « Next »

[z AD CS Configuration - a X
DESTINATION SERVER
C A Ty pe SRV-ADDCOl.assurmeriT
Credentials Specify the type of the CA
Role Services
Setup Type When you install Active Directory Certificate Services {AD CS), you are creating or extending a
T public key infrastructure (PKI) hierarchy. A root CA is at the top of the PK| hierarchy and issues its
CA Type own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKi
Private Key hierarchy.
Cryptography @® Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.
validity Peri
WOy e _) Subordinate CA
Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.
More about CA Type

< Previous I Next > ! onfigure

\¥

e Sélectionner « Create a new private key » puis « Next »

fi AD CS Configuration - O X
. DESTINATION SERVER
Private Key SRV-ADDCO1.assurmerIT

Specify the type of the private key

To generate and issue certificates to clients, a certification authority (CA) must have a private key.

@) Create a new private key

Use this option if you do not have a private key or want to create a new private key,

Cryptography

) Use existing private key

CA Name : : K : L ; 2 s
CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
validity Period Select a certificate and use its associated private key

Certificate Database Select this option if you have an existing certificate on this computer or if you want to

import a certificate and use its associated private key.

Confirmation

Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source

More about Private Key

< Previous ] Ihm > I &l‘.x""guw ‘ Cancel
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e Cliquer « Next »

fi= AD CS Configuration

Role Services

d Setup Type
CA Type
l Private Key
)
CA Name
validity Period

Certificate Database

Confirmation

Cryptography for CA

(] X

DESTINATION SERVER

Specify the cryptographic options

Select a cryptographic provider: Key length:
RSA=Microsoft Software Key Storage Provider v 112048

SRV-ADDCOl.assurmerIT

Select the hash algorithm for signing certificates issued by this CA:

SHA256 o
SHA384

SHA512

SHA1

MDS. 24

[] Allow administrator interaction when the private key is accessed by the CA,

More about Cryptography
< Previous I I Next IR I Configure Cancel
e Cliquer « Next »
f& AD CS Configuration - O X
DESTINATION SERVER

CA Name

Credentials
Role Services
Setup Type
CA Type
Private Key

Cryptography

Validity Period

Certificate Database

SRV-ADDCOV.assurmerIT

Specify the name of the CA

Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
be modified.

Common name for this CA:

Distinguished name suffix:
DC=assurmer,DC=IT

Conksrcton Preview of distinguished name:
CN=assurmer-SRV-ADDCO1-CA DC =assurmer,DC=IT
More about CA Name
| < Previous | I Nﬁ > I Configure | Cancel
BTS SISR 2B
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e Choisir la durée du certificat puis cliquer « Next »

[z AD CS Configuration = a X
YR : DESTINATION SERVER
Va||d|ty Period SRV-ADDCOl.assurmer.IT
Credentials Specify the validity period
Role Services

Select the validity period for the certificate generated for this certification authority (CA):

CA Type 5 Years. :

Private Key CA expiration Date: 28/01/2030 17:06:00
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CA Name certificates it will issue.

Certificate Databass

Confirmation

More about Validity Period

I < Previous I I NQM Configure Cancel

e Laisser les chemins par défauts et cliquer « Next »

fi= AD CS Configuration — O X
DESTINATION SERVER ‘
CA Database SRV-ADDCO1.assurmerIT
Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CA Type CAWindows\system32\CertlLog
Private Key Certificate database log location:
Cryptography CAWindows\system32\CertLog
CA Name
validity Period

Confirmation

Mare about CA Database

< Previous lmﬂ:- l Configure

BTS SISR 2B 21/29
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e Cliquer sur « Configure »

f&= AD CS Configuration - O X
: y DESTINATION SERVER
Confirmation SRV-ADDCOLassurmer.IT
Credentizls To configure the following roles, role services, or features, click Configure.
Role Services () Active Directory Certificate Services
g Setup Type .
i Certification Authority
C ype
P CA Type: Enterprise Root
Private Key Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHA256
CA Name Key Length: 2048
validity Period Allow Administrator Interaction: Disabled
; Certificate Validity Period: 28/01/2030 17:06:00
Certificate Database : ;
Distinguished Name: CN=assurmer-SRV-ADDC01-CA DC=assurmer, DC=IT
Certificate Database Location: ~ C:\Windows\system32\Certlog
Certificate Database Log C:A\Windows\system32\Certlog
Location:

" Next> I Confiqure || Cancel

e Cliquer sur « Close »

fis AD CS Configuration - a *
DESTINATION SERVER
Results SRV-ADDCO1.assurmerIT

The following roles, role services, or features were configured:

(#) Active Directory Certificate Services

Certification Authority @ Configuration succeeded
More about CA Configuration

< Previous Next > Ih Close I | Cancel
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Configuration 802.1X :

e Dans NPS sélectionner « RADIUS server for 802.1X ... » puis « Configure

802.1X »
@ Network Policy Server - a X
File Action View Help
i ep R
T | Ps (oca)
Qrivoh| Cotngstaros |
y u Policies m Stﬂﬂ.d
8, Accounting Network Policy Server (NPS) allows you to create and enforce organization-wide network access policies for
, Wl Templates Management connection request authentication, and connection request authonization,
Standard Configuration -
Select a configuration scenario from the list and then click the link below to open the scenario wizard.
| RADIUS serverfor 802.1X Wireless or Wired Connections -1
RADIUS server for 802.1X Wireless or Wired Connections
When you corfigure NPS as a RADIUS server for 802, 1X connections, you create network policies that allow
NPS to authenticate and authonize connections from wireless access points and authenticating switches (also
caled RADIUS clients).
B Confiqure @"‘2 1X B Leam more
Advanced Configuration >
Templates Configuration v
< >

e Sélectionner « Secure Wireless Connections » puis choisir un nom
Configure 802.1X X

. Select 802.1X Connections Type

(®) Secure Wireless Connections
When you deploy 802.1X wireless access points on your network, NPS can authenticate and authorize
connection requests made by wireless clients connecting through the access points.

O Secure Wired (Ethemet) Connections
When you deploy 802.1X authenticating switches on your network, NPS can authenticate and authorize
connection requests made by Ethemet clients connecting through the switches.

Name:
This default text is used as part of the name for each of the policies created with this wizard. You can use the
default text or modify & .

WIFI-RADIUS
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e Ensuite la borne sera identifiée et cliquer « Next »

Configure 802.1X
Specify 802.1X Switches
]
* Please specify 802.1X switches or Wireless Access Points (RADIUS Clients)

RADIUS clients are network access servers, such as authenticating switches and wireless access point.
RADIUS clients are not client computers

To specify a RADIUS client, click Add.

RADIUS clients:
wap255450 Add...
Edit
Remove

Previous m Fnish Cancel

e Sélectionner « Microsoft Smart ... » dans le menu déroulant puis cliquer sur
« Configure »

Configure 802.1X

! Configure an Authentication Method
’

Select the EAP type forthis policy.

1 Type (based on method of access and network configuration ):
Microsoft: Smart Card or other certificate ot

Previous Finish Cancel
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e Choisir le groupe de sécurité qui doit avoir accés au WiFi

Select Group

x
Select this object type:
|'5|"="'-13I | Object Types...
From this location:
|asm1er.IT | Locations. ..

Enter the object name to select (examples):

Mﬂl Check Names

Cliquer « Next »

Configure 802.1X

Specify User Groups
* Users that are members of the selected group or groups will be allowed or denied access

based on the network policy Access Permission setting.

To select User Groups. click Add. If no groups are selected, this policy applies to all users.

ASSURMER \User-WIF| e
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e Cliquer « Finish »

Configure 802.1X X |

9 Completing New IEEE 802.1X Secure Wired and
Wireless Connections and RADIUS dients

You have successfully created the following policies and configured the following RADIUS clents.

=9

* To view the configuration details in your default browser, click Configuration Details.
* To change the configuration. click Previous.
* To save the configuration and close this wizard, click Finish

Connection Request Policy: b
WIFI-RADIUS

Network Policies:
WIFI-RADIUS

Configuration Details
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Configuration borne WiFi pour RADIUS

e Sur linterface Web, sélectionner « Edit »

il \WAP371 Wireless-AC/N Dual Radio Access Point with Single Point Setup

Networks

‘Select the radio interface first, and then enter the configuration parameters.
Radio: @ Radio 1 (5 GHz)
() Radio 2 (2.4 GHz)

Rogue AP Detection VAP No.

VLAN ID S5SID Name SSID Broadcast MAC Filter ‘Channel Isolation
Networks| v 1 Assurmer-bbm v Disabled v ]
Wireless Multicast Forwarg
Scheduler T T

Bandwidth Utilization

e Cocher « Use global RADIUS server settings »

1 Networks

Select the radio interface first, and then enter the configuration parameters.
Radio: @ Radio 1 (5 GHz)
1 ) Radio 2 (2.4 GHz)

SS5ID Name SSID Broadcast MAC Filter Channel Isolation

Assurmer-bbm WPA Enerprise v

Hide Details

WPA Versions: ] WPA-TKIP WPA2-AES
Enable pre-authentication

I Server IP Address Type: IPv4 IPV6

] Server IP Address-1: 0.0.0.0 (00 00LI000HNX)
i Server IP Address-2: {00 X0 XK XKX)
9 Server IP Address-3: {3008 X000
T Server IP Address-4: (X008 00000000
Key-1 .| (Range: 1-64 Characters)
Key-2 (Range: 1-64 Characters)
Key-3: (Range: 1-64 Characters)
Key-4; li (Range: 1-64 Characters)

Enable RADIUS Accounting

Active Server: Server IP Address-1 v
Broadcast Key Refresh Rate: |86400 Sec (Range: 0-86400, 0 = Disable, Default: 86400)
SessionKeyRefreshRate: [0 | Sec(Range 3086400, 0 = Disable, Defult 0)

[ —T— | -
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Retourner sur NPS puis « Network Polities » puis clic-droit sur la politique

RADIUS

File Action

S ol AN (] 7 Wi

@ Network Policy Server

View Help

@ NPS (Local)
» [] RADIUS Clients and Servers
v 5] Policies

who is auth dto

| Network Policies

¢ Network polcies allow you to desigr
under which they can or cannot connect.

to the network and the circumstances

| Connection Reguest Po
|
B, Accounting
, Wl Templates Management

Status  Processing Order  Access Type

Grant Access

=8

ceCeC

Condition

Conditions - if the following cc

NAS Port Type
Windows Groups ASSURM

5 ) Move Up

;dComea-om to Microsoft Ro Move Down Enabled
|| [ Connections to other access Disable Enabled
| Rename

Duplicate Policy

Valve |
Wireless

propetic,, |

Help

Settings - Then the following settings are applied:

’ Setting

< > || €

Properties

Value

Sélectionner « Wireless — IEEE 802.11 » puis « Apply » et « OK »

WIFI-RADIUS Properties

Overview Conditions Constraints ~ Settings
Configure the constraints for this network policy.

If all constraints are not matched by the connection request, network access is denied.

Constraints:
‘;ﬂsm Specify the access media types required to match this policy
Authentication Methods
% Idle Timeout Common dizkup and VPN tumnel types
g [[] Async (Modem)
g Session Timeout [] ISDN Sync
= Called Station ID [} Spc (T Line)
- _ o N (] Virtual (VPN)
7 Day and time restrictions Common 802.1X connection tunnel types

g

o

FDDI

| 24| Wireless - IEEE 802,11

i

(I

ADSLCAP - Asymmetric DSL Canierless Ampltude Phase Modulation A

ADSL-DMT - Asymmetric DSL Discrete Multi-Tone
Async (Modem)
Cable
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Sur NPS et « Network Policies », supprimer les politiques par défaut

@ Network Policy Server
File Action View Help

e | x5 HE

€@ NPS (Local)
> | RADIUS Clients and Servers
v 2] Policies
| Connection Request Po|
. Network Policies

Network Policies

“ Network policies allow you to designate who is authorized to connect to the network and the circumstances
under which they can or cannot connect.

'-E Accounting Policy Name Status  Processing Order Access Type S
» Ml Templates Management || [gf WIFI-RADIUS Enabled 1 Grant Access U
LFSSID Enabled 2 Grart Access U
LdComem to Microsoft Routing and Remote Access server Enabled 995999 Deny Access U
‘C:ﬂnecﬁ‘:"‘s th ()0 Deny Access U
Move Up
([l ... [
. ~
Conditions - If the following conditions are met o "’Dlsﬂ)le -
Condition Value Rename b@
Day and time restrictions  Sunday 00:00-24:C Duplicate Policy )0-24:00 Wednesday 00:0...
Properties
Help
Settings - Then the following settings are applied:
Setting Value v
< >l € >
Delete
@ Network Policy Server - a X

File Action View Help
o9 | 55 HEE

€@ NPS (Local)
> |71 RADIUS Clients and Servers
v [2] Policies
| Connection Request Po
. Network Policies
8, Accounting
> Wl Templates Management
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Network Policies

¢ Network policies allow you to designate who is authorized to connect to the network and the circumstances
under which they can or cannot connect.

Policy Name Status  Processing Order Access Type S

lgwir-rADIUS Enabled 1 Grant Access U

[#ssio Enabled 2 Grant Access U

‘ Connections to Microsoft R - : Deny Access
Undo

~
Conditions - if the following ¢
Condition V&J; |
MS-RAS Vendor ID  “311! Select All
Right to left Reading order
Show Unicode control characters
Insert Unicode control character >
Settings - Then the follows
S OpenIME
Setting Reconversion P <
< >
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